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1.1 In the Box- Device Llﬂl

Unit : mm

O case

Outer case

Logo : glossy by mold

Main body : matt by mold (MT11010)

Pattern : glossy by mold

icons : glossy by mold




1.2 In the Box- Charge ,,.‘.,,Hﬂ‘l

In some use cases, the HOST device uses USB type-C interface for
charging, and the HOST device also needs to connect to the dongle
via type-C. NDQ2300 support power switch to choose power source
between HOST and external power adapter when the external power
adapter is plugged in.

SG NR ( 3 LED Button
< > USB Charging port
Q)
Commercial
Dongle
USB Charging port Data «—
Power Supply
Power
1. The dongle can get power from the power supply.
2. The device can be charged via the dongle.
3. The device can connect to the dongle via Type-C and share the network from the dongle.
4.  The device can supply power to the dongle without power supply.
5.  When the device stops charging, it needs to press the Button, the LED indicator is off, and
then the power supply can be unplugged from the dongle.
6.

unplugged power supply with USB charging port.

Long Press Button longer then 10 seconds to reset factory configuration when the device @
7. Reset the factory configuration device will restart.



2.1 Insert SIM card

Step1. Open the SIM card cover

SIM Cover

Step2. Push the SIM card and close the cover

SIM Card
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2.2 LED Indicators ,@ﬂ]

INDCATOR DESCRIPTION RAT Status Data Status Charging Status

(LED#1) (LED#2) (LED#3)
System Booting
System Error O
© Red/Blue blinking back and forth System
O Green, Solid >IM Not Ready ©
O Red, Solid Upgrading ©
@ Red, Blinking 4G/5G Disconnected O O
Yellow, Blinking 4G Connected O O
Green, Blinki Connection
© oreen.sinking 5G NSA Connected O O
O Blue, Solid
O e, Soid 5G SA Connected O O
© Blue, Blinking Charging O
Charge O
Not Charging O
Preparing To Reset ©
Reset
Reset Factory CFG O

Note: The Reset must take effect when it is not charging status.



2.3 Compatible HOST types ,,UM'II

€ NDQ2300 is an USB dongle that enables users to access internet via 5G/4G mobile network. It

always works in USB device mode with RNDIS (version 5 or later) / ECM network device driver
embedded.

€ NDQ2300 can work with USB HOST devices that RNDIS (version 5 or later) / ECM network
HOST driver can be supported, the operation system can be

- Windows XP, 7, 8, 10 or later
- Mac OS (High Sierra 10.13.6 or later, OS X Yosemite 10.10.5 or later)
- Linux (Ubuntu 16.04 or later)

- Android (Version 7 or later)

Please note, even the USB dongle can be enumerated as a network interface, if the HOST doesn't
request IP for the interface, the HOST will not be able to access network via the dongle. It relies
on the network design in HOST side. E.g. most Android smart phone can’t work with USB dongle.

Please user to confirm it with HOST vendor.,
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3.1 Web Ul Login uwl
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Step1. Insert the Dongle into the computer by USB and waiting device boot up.

Step2. Open browser and browse http://my.usb or http://Subnet IP
(& http://my.usb/udgn/user/index.html%./dashboard/dashboard.html e

& 5G USB Dangle | DashBo...

@ http://192.168.32.1/uf@m/user/index.html¥#./dashboard/dashboard.html

L] & 56 USB Dongle | DashBo...

Internet Status Connected Internet Status  Connected
"’-\ ’.:I:.\
I},ii\\ ASK[y Session time: 00:00:07:13 ey ASKEY Session time: 00:00:06:20
Session data: 1.13MB

(== ] =
28 DashBoard © ‘-‘ B2 DashBoard @ ‘-‘

2 Wobie i%a Mobile

All OK
All OK

Session data: 1.09MB

Ready
Ready Network Status
Network Status

& (% Logout
Logout


http://my.usb/
http://192.subnet_ip/
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3.1 Web Ul Login ,.lﬂl

Tads

Note: If http://my.usb can't access, please follow below steps to try to login web Ul.
Step1. Insert the Dongle into the computer by USB and waiting device boot up.

Step2. On PC side, search and run View network connections application.

Apps Documents ~ Web

Best match

AL Vi i
‘J View network connections

Control panel

Search the web

View network connections
L network connection - See web results Control panel




3.1 Web Ul Login
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Step3. Find the Ethernet type "Remote NDIS Compatible Device”, and remember it number (e.g.
Ethernet 13).

& Network Connections — 0 X
/~ & 3 Control Panel » Network and Internet » Network Connections v D o

File Edit View Advanced Tools
Organize ~ E- m @

0

Bluetooth Network Connection
Not connected
Bluetooth Device (Personal Area ...

LW

Ethernet 13
Network 138

Ethernet
Disabled

Intel(R) Ethernet Connection (7) 12...

Ethernet 14
Disabled

~

AL
X
A

Ethernet 10
Network cable unplugged

Fortinet Virtual Ethernet Adapter (...

p

7=y Disconnected

Ethernet 11
Disabled
Fortinet SSL VPN Virtual Ethernet ...

VMware Network Adapter VMnet1
Disabled

& wan Miniport (SSTP) i VMware Virtual Ethernet Adapter ...

iz 2

C 4 Remote NDIS Compatible Device ... 7 VirtualBox Host-Only Ethernet Ad...

L" VMware Network Adapter VMnet8 — Wi-Fi —
~ '_‘- Disabled &g & |!

d:ﬁ corpnet.asus gﬂ Enabled
Intel(R) Wireless-AC 9560 160MHz Microsoft Wi-Fi Direct Virtual Ada...

=~ VMware Virtual Ethernet Adapter ...

11 items B =

10



3.1 Web Ul Login

Step4. On PC side, search and run emd application.

VI D...

All  Apps Documents Web

Best match

- Command Prompt -
App

Apps

Command Prompt

Git CMD > App
B Node.js command prompt >
M B Install Additional Tools for Node.js > 7 Open
Search the web CO  Run as administrator
L cmd - See web results > 3 open file location
] P
Settings (1) Pin to Start
<3 Pin to taskbar




3.1 Web Ul Login ,”.ull.

Step5. In cmd application , type ipconfig.
Step6. Check the IP of “Ethernet 13" (e.g. 10.18.11.25).

len xuan)jipconfig

Yindows IP Configuration

“thernet adapter Ethernet 13:

specific DNS Suffix

onnection® 1:

: Media disconnected

: Media disconnected




3.1 Web Ul Login ,Ml .
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Step7. Open browser and browse http://my.usb or http://GatewaylP

Step8. Enter the username and password to login.

e & hittp://my.usb/udm/login.hti 0 ~ & @ 5G USB Dongle e e & hitp:/fmy.usb/udm/user/index.htmi#./dashboard/ O ~ €& & 5G USB Dongle | [T
’.‘ Internet Status  Connected EN~ 3
eate
L AS”Y Session time: 00:21:11:58
Session data:  0.04M3 s ll

28 DashBoard © l )

it Mobile Al OK
5G USB Dongle Ready
Network Status

(# Logout

CENASKEY

13


http://my.usb/
http://gatewayip/

3.2 Home

Step1. Login Web UL.
Step2. See the Network status, Connection time, Data statistics.

& hitp://my.usb/udm/user/indexhiml#,/da O ~ ¢ || @ 56 USB Dongle | DashBo...

L

Internet Status Connected

%@ ASKEY Session fime: 00:00:38:51
Session data: 1.51MB
DashBoard @ "\

éta Mobile

(% Logout

All OK

Ready
Network Status

&



3.3 Check Network Status

Step1. Navigate to Basic > Mobile - Status.
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Step2. See detailed information regarding Internet(v4), Internet(v6), 5G NR, LAN and System Information.

Step3. LTE (4G): Registration on 4G. 5G_SA or 5G_NSA: Registration on 5G.

IDMNASKEY

@ hitp://my.usb/udm/userfindexhtml#./ne O~ &

o

=

DashBoard

Mobile

Status

4G/5G

Logout

Internet Status Connected
Session time: 00:00:40:35
Session data: 1.66MB

Information

~

~

w

Internet (v4)
Internet (v6)

5G NR

Operator Name

SIM Status

Roaming Status

Signal

TECH Status

LAN

MAC Address

IP Address

Subnet Mask

DHCP Server

(& 56 USB Dongle | Status

UNICOM

Ready

Home

5G_SA (56)

11:22:33:44:55:66

192.168.32.1

255.255.255.0

On

EN~ 3
56
| | ]

15



3.4 View Data Usage

Navigate to Expert > Mobile = Traffic Query.

IDASKEY
[ == |

A

& hitp://my.usbfudmjuserfindexhtml#,/ne O ~ &

DashBoard

Mobile

Status

Traffic Query
4G/5G

Profile Management
LAN

IPv6

Network Configuration

SMS new

NAT Forwarding

Diagnostic

Internet Status

Session time:

& 5G USE Dongle | Traffic.. % | |

(]

Session data:
Manage Traffic
v Monthly usage
Upload 1.22MB
Download 1.72MB
Total Traffic 2.94MB
v Current usage
Query Range 2022-07-1910:31:57
Upload 1.22MB
Download 1.72MB
Total Traffic 2.94MB

16
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3.5 Manage 4G/5G settings .Ml

Step1. Navigate to Basic (or Expert) > Network > 4G/5G.
Step2. View the 4G/5G Status, Data and Network Setting and PIN Protected setting here.

e & hitpy//my.usb/udm/fuserfindexhtml#./ne O ~ & & 5G USBE Dangle | 4G/5G _ i Tf <‘:°,
’\ Internet Status  Connected EN ~ &
Ry A'Sﬂ- y Session time:  00:00:44:55
Session data: 1.92MB 56 .
BEEN 056 setings

@8 achBoard v 4G/5G Status
sfa Mobile Internet Status Connected

Status

SIM Status Ready
Traffic Query
4GI5G v Data and Network Settings

Profile Management
Alrplane Mode Is

LAN
IPvE Data Roaming is
Metwork Configuration
Auto APN is active (|
2 SMS new
PDN Type
«2 NATForwarding IPvd+ve v
& Diagnostic ~ SIM

17
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3.5 Manage 4G/5G settings ,Ml

Step1. Support enable or disable Airplane Mode and Data Roaming.

Step2. Click the save button that if configuration is configured.

Internet Status  Connected
% ASKEV Session time: 00:00:25:13

Session data: 0.66MB

m 4G/5G Settings

== DashBoard v 4G/5G Status
Mobile
L Internet Status Connected
Status
SiM Status Ready
Traffic Query
4GI56 -~ Data and Network Settings
Profile Management
Airplane Mode is
LAN
IPvG Data Roaming is
Network Configuration
Auto APN is active (|
% SMS new
PDN Type
«§ NAT Forwarding IPv4+v6 v
& Diagnostic A SIM
&8 security
'ﬂ- Device Seftings 1 8

= Lmsamsak

httndd frvashiudminserinetwark /ctatis html



3.5 Manage 4G/5G settings

Step1. To Change PDN Type for IPv4, IPv6 and IPv4+|Pvé6.

Step2. The default PDN Type is IPv4+IPv6.

EMNASKEY
| e |

& b B AN

&

DashBoard

Mobile

Status

Traffic Query

4G/5G

Profile Management
LAN

IPvE

Network Configuration

SMS new

NAT Forwarding

Diagnostic

Security

Device Settings

hitee / frv.nsh/udm fuserinetwaork fetatus bl |

Internet Status
Session time:

Session data:

4G/5G Settings

v 4G/5G Status

Internet Status

SIM Status

Connected
00:00:25:13
0.66MB

v Data and Network Settings

Airplane Mode is

Data Roaming is

Auto APN is active

PDN Type

~ SIM

Connected

Ready

(]

IPv4+v6

IPv4
IPvE

Save

&uﬂl

19
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3.5 Manage 4G/5G settings

Step1. To Change APN (Access Point Name) Profile. Disable auto APN.

Step2. The APN list manually is at Expert -> Mobile -> profile Management.

o

& b B AN

ENASKEY

DashBoard

Mobile

Status

Traffic Query

4G/5G

Profile Management
LAN

IPvE

Network Configuration

SMS new

NAT Forwarding
Diagnostic
Security

Device Settings

hitee / frv.nsh/udm fuserinetwaork fetatus bl |

Internet Status  Connected
Session time: 00:00:25:13
Session data: 0.66MB
4G/5G Settings
4G/5G Status

Internet Status

SIM Status

Data and Network Settings

Airplane Mode is

Data Roaming is

Connected

Ready

Auto APN is active C |
PDN Type IPv4+v6
SIM

Profile Name

AFN

Usermame

Password

PDN Type

Authentication Type

APN_NAME_CUM w

agnet
IPvd+v6 v
Mone v

Save

20
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3.5 Manage 4G/5G settings

Add new APN.

)| @ hepmyasbjudmuser/indexhtmijne 0 - | @ 56 Use Dongle | profe .. x |7 |

EMNASKEY
==

28 DashBoard e

Basic

Profi

Mobile

Status
Traffic Query
4GI5G

Profile Management

LAN Note: The limited count of profile is 1 to 16.

IPV6
Network Configuration

SMS new

NAT Forwarding

Be & W

Diagnostic

[¢]

No Profile Name

|@ http://my.usb/udm/user/indexhtml#. /e O ~ & H (& 5G USB Dongle | Profile ... | [T

Internet Status  Connected
Session time: 00:00:54:22
Session data: 2.40MB = 5G

ile Management

Profile Management

APN Name L ication Type PDN Type

1 APN_NAME_CUNET 3gnet None IPvd+ve

1

<]

; “@ http://my.usb/udm/user/indexhtml#./ne 0 ~ & || (& 5G USB Dengle | Profile ... * ‘ 7 ‘

IDNASKEY
=]

DashBoard

it Mobile

Status

Basic

Traffic Query

4GIBG

Profile Management
LAN

IPv6

Network Configuration

= SMS new

i
Internet Status  Connected EN~ §
Session time: 00:01:03:16
Session data: 2.82MB = 56 u

Profile Management

~ Profile Management
No Profile Name APN Name Username Password Authentication Type PDN Type Operation
1 APN_NAME_CUNET 3gnet None IPV4+VE
2 ProfileTest APNTest None 1Pv4 A
Note: The limited count of profile is 110 16. 3

% DB A

Basic

Mobile

Status

Traffic Query
4G/5G

Profile Management
LAN

IPvE

Network Configuration
SMS new

NAT Forwarding
Diagnostic
Security

Device Settings

Logout

DashBoard

Profile Name
APN Name
Username:
Password

Authentication Type

PDN Type

Add Profile

ProfileTest

APNTest

Session data: 3.00MB
4G/5G Settings
- 4G/5G Status
Internet Status. Connected
SIM Status Ready
v Data and Network Settings
Airplane Mode is »
Data Roaming is »
Auto APN is »
APN_NAME CUNET
[
APN 3gnet 2 1
Usemname
Password
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3.5 Manage 4G/5G settings ,Ml "
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Delete custom define APN.
Step1. Select other APN on Expert -> Mobile -> 4G/5G -> Profile Name.
Step2. Delete APN select on Expert -> Mobile -> Profile Management

& http://my.usb/udmjuserfindex.html# net O ~ & || @ 56 USE Dongle | 4G/56 (1

Internet Status Connected
//A\\\ ASKE' y Session time:  00:02:05:31

Session data: 7.71MB

m Data Roaming is
Auto APN is
82 DashBoard |:,

ita Mobile
Profile Name APN_NAME_CUM ~ 1
Status
Tramc Query APN g
4G/5G

Usemame

Profile Management Note: If the APN iS USing that

Password
LAN

s — T can't edit and delete.

Network Configuration

= SMS rew

Authentication Type None v

_I

HIEINEL 3Ldaus LuleLEy

% ASKEY Session time: 00:02:07:31

Session data: T7.78MB te
m Profile Management 2
1] v Profile Management

§® DashBoard

%3 Mobile

Status No Profile Name APN Name Username Password Authentication Type PDN Type Operation
Traffic Query 1 | APN_NAME_CUNET  3gnet None 1Pv4+v6 2 2
GI5G .
2 | ProfileTest APNTest None 1Pv4 7/

Profile Management
Save

IPVG
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3.5 Manage 4G/5G settings .mﬂl |

K

SIM Management.
Step. Enable PIN Protected and Enter sim pin password then click the save button.

Note: 'Remember SIM PIN' is default selected that means this device reboot and sim card reset plug
that it will auto unlock.

m Internet Status  Connected EN ~
’.‘*‘* - -
CoRENy ASKt_ y Session time: 00:04:00:00
Session data: 0.03MB 5G .
m Data Roaming is

@8 npashBoard Auto APN is active C
éla Mobile PDN Type IPV4+v6 v

Status

v SiM

Traffic Query

4G/5G PIN Protected Enable C

Profile Management

AN PIN ssee - = 0 Retry: 3

| ¥ Remember SIM PIN |
IPvG
Metwork Configuration ]
|

E SMS new -

23




3.6 Network Selection l&uﬂ] g

Step1. Navigate to Expert - Mobile > Network Configuration.

Step2. The default network mode is Auto.

Step3. Drop-down box to select the network mode: Auto, 4G, 5G(SA), 5G(NSA).
Step4. Click Apply to apply the setting.

Internet Status  Connected
%@ ASKEY Session time: 00:04:27:41

Session data: 0.09MB

[

2, Mobile Network Configuration

Status v Network Selection

Traffic Query 43 DI'Il‘_I.I’
MNetwork Selection Auto Manual
4G/5G @ O 5G 5A

5G NSA

Profile Management Network Mode Auto (5G/4G) v| O

LAN
IPVE

Network Configuration

SMS new
NAT Forwarding

Diagnostic

P e AW

Security 24

Save




3.6 Network Selection

il

Step1. Select Manual to change the setting.
Step2. Click Search to start search network.

Step3. Select a valid network from the scan results and click SAVE.

% ASK[y Internet Status Connected

Session time: 00:04:25:32
Session data: 0.07MB

(]

) Network Configuration
ésa Mobile
Status v Network Selection
Traffic Query
Network Selection Auto Manual
4G/5HG O @
Profile Management Network PLMMNID mcc: 0 mnc: 0
LAN
Network Mode Auto (5G/4G) v 20
IPvG

Network Configuration

% SMS new

Network name
s NATForwarding UNICOM 4GI5G Available \ ®
& Diagnostic CT 4G/5G Available O
& security | |

25




3.7 Manage LAN and IPv6 Settings

. ¢
- ,. ,“‘
Step1. Navigate to Expert > Mobile > LAN
Step2. Change LAN IP Address and Subnet Mask at Basic.
Step3. Change DHCP Service Configuration at Advanced.
Internet Status Connected
%@ASKEV Session time: 00:04:34:41
Session data:  0.14MB
m Manage LAN Settings

B8 DashBoard ¥ BIEE
. Note: If LAN IP Address is

Stat

e IP Address 192.168.32.1 changed that browser must

Traffic Query

e Subnet Mask Jo52559550 v be use correct IP Address to

Profile Management access when it use

LaN v fovenesd http://Subnet IP.

IPVE DHCPS is active L |

Metwork Conﬂguration
= SMS new IP Address Pool 192.168.32. 100 - | 150
%3 NAT Forwarding Address Lease Time 24 Hours €9
% Diagnostic Primary DNS {(Optional)
B securty

Secondary DNS (Optional) 26

£F Device Settings



http://192.subnet_ip/

3.7 Manage LAN and IPv6 Settings

Step1. Navigate to Expert > Mobile - IPv6

Step2. Change IPv6 Configuration and then click the save button.

INASKEY

o

& b B AN

DashBoard

~

Mobile

Status v
Traffic Query

4G/5G

Profile Management

LAN

IPv6

Network Configuration

SMS new

NAT Forwarding
Diagnostic
Security

Device Settings

Logout

n:dfrvushiudmfuserfdashhoard idashhaard html §

Session time:
Session data: 0.15MB

Internet Status Connected
00:04:35:17

Manage IPv6 Settings

IPV6 Settings

IPVG is active

WAN DHCP Settings

DNS Address

Primary DNS

Secondary DNS

Lan Settings

Prefix Delegation is active

IPV6 Address Type

Life Time

(® Get dynamically from ISP
2408:8888.0:8888:8

2408:8899:0:8899::8

() SLAAC+RDNSS
(® sLAAc+DHCPYE

() orcrve

600 minutes

Save

L

;II%L!

27

. .
R
14

b



3.8 SMS- Edit new message IM! .

Step1. Navigate to Expert > SMS - Inbox/Drafts/Outbox - New Message.
Step2. Enter phone number & Content. Click Save to Drafts or Send.

Internet Status  Connected
f’;i{} ASKEY Session time: 00:05:50:04
Bl s

Session data: 0.63MB
DashBoard v New Message

Mobile

St

Phone Number 18603011973
SMS

Content hello:)
Inbox

Drafts

14/1530
Outbox

Xe NAT Forwarding

¥ Diagnostic
28
E Security



3.8 SMS- Inbox

Step1. Navigate to Expert > SMS - Inbox.

5_..
1
-

7

2
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Step2. Click the new message and view this. IF need to reply then edit the text box and click the Send button.
SYS

HIErneL s wulneLEy

Session time: 00:05:26:40

INASKEY
Session data: 0.51MB

== DashBoard M Inbox

& Mobile 1

& SMS new

SMS Inbox : 1 (Capacity: 3/500)

State Phone Content

Drafts E

QOutbox

18603011973 Hello:)

<> 11of1
4 NATForwarding

session data: U.D4Me

v Inbox

DashBoard

Mobile 3

SMs

SMS Inbox : 2 (Capacity: 6/500)

M &

State Phone
Inbox

Drafts 18603011973

Outbox
18603011973

A

NAT Forwarding

eg, Diagnostic < » 1-20f2

Time

19/07/2022 15:16:00

Content

hi:)

Hello:)

=

DashBoard

Mobile

N

SMs

Inbox
Drafts

Outbox
O % NATForwarding
Diagnostic
Security

Device Settings

W = Ev

Logout

Time O

19/07/2022 15:18:44 O

19/07/2022 15:16:00 Ol

v Inbox

2

18603011973

Hello:)

Reply: 18603011973

hiz)

5G

29

4/1530



3.8 SMS- Drafts

Step1. Navigate to Expert > SMS - Draft.
Step2. Click and Edit.

M &

N i

o W g 0O

DashBoard
Mobile
SMs

Inbox
Drafts

QOutbox

MAT Ennumrdina

DashBoard
Mobile

sMs

Inbox
Drafts

Outbox

NAT Forwarding
Diagnostic
Security

Device Settings

SMS

~

<>
Drafts 1
SMS Drafts : 1
Phone Content Time [}
18603011973 Hello:) 19/07/2022 15:15:564 [l
< > 1-10f1
SMS
v Drafts 2
To 18603011973
Edited on 19/07/2022 15:15:54
Hello:)
Edit text to here
2711530



3.8 SMS- Sent ltems

Navigate to Expert > SMS - Outbox.

| Expert SMS

82 DashBoard v Sl
Mobil
ifa  Mobile SMS Outbox : 3 (Capacity: 5/500)
W SMs
State Phone Content Time ]
Inbox
Drafts Fx2 123456789 For show send failed state. 19/07/2022 15:48:25 O
Outbox Nl 18603011973 hi:) 19/07/2022 15:18:43 m
Xe NAT Forwarding
7 18603011973 Hello:) 19/07/2022 15:15:59 ]
$ Diagnostic
n Security < » 130f3

31



3.9 NAT Forwarding
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Step1. Navigate to Expert > NAT Forwarding. This feature applies only to route mode.

Step2. The DDNS, DNZ UPnP ALG and Virtual are Servers setting here.

DashBoard
Mobile
SMS

NAT Forwarding

DDNS

DMZ

UPnP

ALG

Virtual Servers

INASKEY

e

DashBoard
Mobile

SMS

NAT Forwarding

DDNS
DMZ
UPnP

ALG

Manage DDNS Settings

v DDNS

DDNS is

Internet Status  Connected
Session time: 00:07:03:28
Session data: 1.08MB

Manage UPnP Settings
v UPnP

UPnP is

CLIN

AW B

DashBoard

Mobile

sMms

NAT Forwarding

DDNS
DMZ
UPnP
ALG

Virtual Servers

Diagnostic

Security

DashBoard

Mobile

SMS

NAT Forwarding

DDNS
DMZ
UPnP
ALG

Virtual Servers

Diagnostic

Qarritu

Manage DMZ Settings

v

IPv4 DMZ

DMZ is active

Chient

DMZ Host IPv4 Address

IPvG DMZ

DMZ is active

Client

DMZ Host IPvB Address

Manage ALG Settings

ALG

PPTP Pass-through is active

L2TP Pass-through is active

IPSec Pass-through is active

FTP ALG is active

TFTP ALG is active

RTSP ALG is active

SIP ALG is active

[Nicky_Li] 36:b0-a8ef83 w

192.168.32.150

[Nicky_Li] 36:b0:a8ef83

32
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3.9 NAT Forwarding
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Step1. Navigate to Basic (or Expert) > Network - NAT Forwarding

Step2. Manage Port forwarding Feature, This feature applies only to route mode.

Internet Status  Connected

gﬁ_g;;‘\ ASKEY Session time: 00:07:05:01

Session data:

1.10MB

5G

m Virtual Servers
a8 DashBoard VIRTUAL SERVERS
éta Mobile
& SMs No data
«§ NAT Forwarding

DDNS

DMZ

UPnP

ALG

Virtual Servers
& Diagnostic
ﬂ Security

33
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3.8 NAT Forwarding JM] .

Step1. Add a NAT forwarding entry. This feature applies only to route mode.
Step2. Enter parameter, Click Apply to apply the setting.

’%‘ Internet Status  Connected EN~ 3
RN ASKEy Session time: 00:07:05:01
Session data: 1.10MB G .
m Virtual Servers o Add New
- «”| Enable This Entry
88 DashBoard VIRTUAL SERVERS ~
list1
it Mobile
5001
% SMs No data
«§ NAT Forwarding o009
DDNS [Nicky_Li] 36:b0:a8.ef.83:ac, 18 w
DMmZ 192.168.32.150
UPnP
5001| x
ALG
o P P
Virtual Servers '@) U/ o 9
V o
&gl Diagnostic APPLY CANCEL
ﬂ Security
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3.9

NAT Forwarding
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b
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Step1. Delete one or all NAT forwarding entry. This feature applies only to route mode.

INternet »>Iatus onnecteqa

gﬁ% ASKEY Session time: 00:07:09:58

AW B

Session data: 1.15MB

Virtual Servers

DashBoard VIRTUAL SERVERS
Mobile
SMS

list1
NAT Forwarding @ External Port: 5001-5009

Internal IP: 192.168.32.150
DDNS Internal Port: 5001 Protocol: ALL
DMZ list2

@ External Port: 80-80

UPnP Internal IP: 192.168.32.150
ALG Internal Port: 80 Protocol: ALL

Virtual Servers

EN - 3

s il

=

REMOVE]

=

REMOVE]

4

EDIT

4

EDIT
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3.9 NAT Forwarding JM]
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Step1. Edit a NAT forwarding entry. This feature applies only to route mode.
Step2. Modify parameter, Click Apply to apply the setting.

”‘ INternet >1atus  Lonnecieq EN + 3
o ASKEY Session time:  00:07:09:58
Session data: 1.15MB e il I
Virtual Servers
«— Edit
@& DashBoard VIRTUAL SERVERS | Enable This Entry N
&a Mobile listt
ist1 Q|
i - 5001-5000 REMOVE| EDIT 6009
d,: NAT Forwarding @ External Port:
Internal IP: 192.168.32.150 e 196 b et 16
DDNS Internal Port: 5001 Protocol: ALL [Nicky_Li] racetogac, 19 v
DMZ list2 @I 192 168 32 150
@ External Port: 80-80 REMOVE] EDIT
UPnP Internal IP: 192.168.32.150 5001 *
ALG Internal Port: 80 Protocol: ALL . - -
Virtual Servers () (]
APPLY CANCEL
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3.10 Diagnostic

Step1. Navigate to Expert - Diagnostic.

Step2. Choose ping method with IPv4 or IPvé6.

Step3. Test Ping or Traceroute IP Address or Domain name.

DashBoard
Mobile

SMS new
Diagnostic
Device Settings

Logout

Manage Diagnostic Setting

v

Ping & Traceroute

Diagnostic Tool @ Ping 'C) Traceroute

Ping Method @ s | O 1P

IP Address/Domain Name 8888 I

Results

PING 8.8.8.8 (8.8.8.8). 56 dala bytes

64 bytes from §.6.8.8: seq=0 tt1=249 time=88.279 ms
64 bytes from §.8.8.8: seq=1 ttl=249 time=47.298 ms
64 bytes from 8.8.8.8: seq=2 ttl=249 time=160.658 ms

-—- 8.8.8 8 ping statistics —
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 47.298/98.745/160.658 ms

o B M 3

DashBoard

Mobile

SMS new

Diagnostic

Device Settings

Logout

!

~-

b

Manage Diagnostic Setting

v

Ping & Traceroute

'C) Ping '(.) Traceroute

Diagnostic Tool

Ping Method O 1Pva @ IPve

IP Address/Domain Name I2001:4860:4860::8888 l Start

Results

8 * 2408:8000:2:78b:: (2408:8000:2:78b1) 32222 ms
9 2408:6000:2:6¢4:: (2408:8000:2:6¢4:2) 38.122 ms
2408:8000:2:8060::1 (2408:8000:2:8060::1) 22.813 ms
10 2001:4860:1:1::23ca (2001:4860:1:1::23ca) 49.146
ms 23.436 ms

11 2001:4860:0:e06::1 (2001:4860:0:e06::1) 28.891 ms
2001:4860::12:0:994f (2001:4860::112:0:994f) 25.557 ms
12 2001:4860:0:1::6b81 (2001:4860:0:1::6b81) 25.150
ms 2001:4860:0:1::7cd (2001:4860:0:1::7cd) 34.671 ms
13 dns.google (2001:4860:4860::8688) 39.079 ms
20.867 ms
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3.11 Security J&uﬂ] £

Step1. Navigate to Expert > Security. This feature applies only to route mode.

Step2. To enable or disable Firewall.

Internet Status  Connected
(;_;;% ASKEY Session time: 00:07:59:49

Session data: 1.44MB

m Manage Firewall Settings

== DashBoard ~ Firewall
2. Mobile SPI Firewall is active C
N4 SMms Do$S Protection is active C
S NATForwarding WAN Block Web is active | @[
&) Diagnostic

WAN Block Ping is active | @[
ﬂ Security

LAN Block Ping is
ﬁ Device Settings
(# Logout

Save
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3.12 Device Settings -

Date & Time
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b
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Step1. Navigate to Expert - Device Settings - Data & Time.

Step2. Configure the time zone and NTP Server and Daylight Saving Time.

Note. Daylight saving time regional time difference of one hour can enable daylight saving time.

"\ Internet Status  Connected
PRy ASKEy Session time: 00:08:12:10
Session data: 1.49MB
Date & Time Settings
I8 DashBoard e SEITTS
2. Mobile Vode
® sSms
Current Time
% NAT Forwarding
ﬁ: Diagnostic Time Zone
Securi
i Y NTP Server 1
ﬂ' Device Settings
NTP Server 2
Date & Time
Backup & Restore NTP Server 3

Firmware Update

System Log

'i_::' Automatically

Enable Daylight Saving Time

Greenwich Mean Time

Central Time

Eastern Time

Mountain Time

Pacific Time

Hawaii Time

Alaska Time

Atlantic Time

Eastern European Time

Central European Time

Western European Time

China, Hong Kong. Singapore, Taiwan Russia Time
Japan, Korea Time

P
(@ snTP

Jul 19 2022 18:02:16

China, Hong Kong, Singapore, Taiwan, Russia Time v

0.openwrt.pool.ntp.org

1.openwrt pool ntp.org

2 openwrt_pool.ntp.org
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3.12 Device Settings - Backup / Restore .MJ'

Step1. Navigate to Expert > Device Settings - Backup/Restore.

o)

(¥

Step2. To save the configuration. Firstly click Backup. Then click Download.

Step3. Click Select file to restore settings.
Step4. Click Restore to display the confirmation dialog box.
Step5. Click Yes to restart Dongle and apply the backup.

PR

7 B BT NH N i

DashBoard

Mobile

SMS

NAT Forwarding

Diagnostic

Security

Device Settings
Date & Time
Backup & Restore
Firmware Update

System Log

ASKEY
[E= ]

b4

v

Backup

Internet Status  Connected
Session time: 00:08:44:40
Session data: 0.07MB

Backup & Restore Settings

Backup your current settings

Restore

Restore your settings from a file

E] sone |

Factory Reset

Reset your device to factory settings

Reboot device

XAPConfig.zip

y

Information

Are you sure you want to use this file to restore your device settings? If
you press yes, the update will begin.

Warning

During the update period, please do not disconnect the network or turn
off the device power, it may cause the device to be unable to use.

5 Yes Cancel
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3.12 Device Settings - Backup / Restore ”pﬂl

Step1. Click Factory Restore to display the confirmation dialog box.
Step2. Click Yes to load default setting. The Dongle will restart automatically.

n Internet Status  Connected
4{?}:& ASKEY Session time: 00:08:44:40

Session data: 0.07MB

Backup & Restore Settings

|8 DashBoard v 2
*:i Mobile Backup your current settings
% Ssms
v Restore
% NATForwarding
E] Diagnostic Restore your settings from a file
Information
i XAPConfig.zi
i Security gz Are you sure you want to restore the factory default value? If you press
yes, it will start updating.
ﬂ' Device Settings Wamni
arning
. ¥ Factory Reset During the update period, please do not disconnect the network or turn
Date & Time off the device power, it may cause the device to be unable to use.
Backup & Restore Reset your device to factory settings ‘
Yes | Cancel
Firmware Update
Reboot device

System Log
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3.12 Device Settings - Firmware Upgradel,M! .

(Y

o

Step1. Navigate to Expert = Device Settings - Firmware. Click Select file.
Step2. Open file "FOTA_NDQ2300_STD_VX.XX_XXXXXX.X.img" to update.

Step3. Click Start firmware update. Then the Dongle updated to new firmware version.

INterner 3aTUS  LISConnected
CNASKEY
NN Session time: 00:00:02:21

Session data: 0.00MB

m Firmware Update Settings

Information

== DashBoard h Manual Update Select Yes to proceed the upgrade.
Warning
f:] Mobile Firmware version - NDQ2300 STD V2.1.5.0 220525 Do not power off the device until the update is complete. Device will restart
) = - = ’ after a new firmware is installed. .
SMS i
= Server Path https:/favus46.askeycloudapi.com ves N Cancel
«§ NATForwarding
Update from file
&, Diagnostic i
@ Security [ FOTA_NDQ2300_STD_V2 1.4 0_220525 1_user_a img|
'ﬂ Device Settings
v Automatic Update
Date & Time
Automatic Update is
Backup & Restore P

Firmware Update
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3.12 Device Settings - Firmware Upg:;rade.”@_\ﬂ!k

-
-

Step1. Click Check for new versions to wait for version detection results.

Step2. Having the updated firmware version, click Yes to download new firmware.

& Internet Status  Disconnected EN -
gﬁi@.‘ ASKEY Session time: 00:00:10:00

Session data: 0.00MB

m Firmware Update Settings

Mew version [ 2.0 ) is discovered! Do you want to update?

v Manual Update

DashBoard

s Close
étu Mobile Firmware version - NDQ2300_STD_V2.1.5.0_220525.
% sms Server Path https:/favus46.askeycloudapi.comr
«§ NATForwarding

Update from file
t_ﬁ Diagnostic
@ Security FOTA_NDQ2300_STD V2.1.4.0_220525.1_user_a.img
'n' Device Settings
v Automatic Update
Date & Time
Automatic Update i
Backup & Restore Hromafic Lpdate i

| - S | R
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3.12 Device Settings - Firmware Upgrade..,‘lwl

Step1. Please wait for the new firmware download to complete then into the update page,
meanwhile the LED#1 is red/blue blinking back and forth.

Step2. When the device upgraded finish and the browser of web jump to the login page.

In the update, please wait patiently.

During the update period, please do not disconnect the network or turn off the device
power, it may cause the device to be unable to use



3.12 Device Settings - System Log

Step1. Navigate to Expert > Device Settings - System Log.
Step2. Views Logs or Delete all logs.

Internet Status  Connected

g;:i:é\\\ ASKEy Session time: 00:00:15:38

i

o P e 0 W

DashBoard
Mobile

SMS

NAT Forwarding
Diagnostic
Security

Device Settings
Date & Time
Backup & Restore
Firmware Update
System Log

Device Mode

Password

Session data: 0.09MB

Manage System Log Settings

SETTINGS

Interface All v

SYSTEM
Date: 1980-01-06 Time: 00:01:20
Description: admin Login Success 192 168.32 150

VAN
Date: 1980-01-06 Time: 08:09:22
Description: LTE IPv4 10.163.75.225 Connected

WAN

Date: 1980-01-06 Time: 08:09:25
Description: LTE IPv6 2408:8456:3040:¢859:91aa:223:3e96:e14c C_.

WAN
Date: 1980-01-06 Time: 08:09:25
Description: LTE IPv4 Disconnected
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3.12 Device Settings - Device Mode ,,,.,‘,Hﬂl

Note1. Support switching network type for IP pass through mode or Router mode.

When IP pass through mode is configured, the IP allocated by network will be assigned to HOST.
When Router mode is configured, local IP 192.168.32.x will be assigned to HOST.

Note2. The network type is the Router mode by default.

Note3. When device set to IP pass through mode, NAT Forwarding and Security functions are hidden and
the gateway address is not 192.168.32.1. Please check the new gateway address or use the domain
address 'http://my.usb' to access the device's web.

Internet Status  Connected
gﬁg&‘ ASKEY Session time: 00:00:43:16

Session data: 0.48MB
m Device Mode Switch

DashBoard e Selilios

Mobile =
Mode \!\' IP passthrough mode \' Router mode

SMS

Diagnostic

o B [ 3

Device Settings
Date & Time
Backup & Restore
Firmware Update
System Log

Device Mode

Password 4 6

[ Logout

ttp://10.2.79.68/udm/user/router/date time.htm! |



3.12 Device Settings - Password

Change the login password for web access.
IDNASKEY

o B M 3

=

DashBoard
Mobile

SMS

Diagnostic
Device Settings
Date & Time
Backup & Restore
Firmware Update
System Log

Device Mode

Password

Logout

Internet Status  Connected
Session time: 00:00:44:19
Session data: 0.50MB

Manage Password

Settings

Current password

New password

Confirm new password

Show Password

| Save
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